








Importantly, under the GDPR, biometric data is classi�ed for the �rst time as a ‘special category’ of personal data, 
meaning that it cannot be processed by employers unless it satis�es one of the additional conditions that permit the 
processing of special category personal data in speci�c and limited circumstances. These are: obtaining ‘explicit 
consent’ (although obtaining valid consent in an employment context will be much more dif�cult under the GDPR 
and requires further consideration), or where it is necessary for the purpose of carrying out obligations or exercising 
speci�c rights under employment and social security law or under a collective agreement. 

The GDPR also introduces a requirement to perform a privacy impact assessment in relation to processing, which 
is likely to be high risk to the rights of the individual, and speci�cally makes privacy impact assessments mandatory 
in relation to large-scale processing of special category personal data. In certain circumstances it may also be 
necessary to consult the Information Commissioner’s Of�ce (the UK data protection regulator) before starting any 
high-risk processing. 

Compliance with the GDPR should be taken into consideration at all stages of implementing a biometric system and 
the employer should seek specialist legal advice early on. 

It is important to understand that the manufacturer or supplier is not responsible for data protection inside, let’s say, 
a �ngerprint, face or hand Time Attendance terminal. It is how and where one saves the data that matters.  Typically 
when employees enrol at Biometric device, the template saved into the device is not the whole, let’s say �nger for 
example purposes.  When templates are created they are made up of a number of only minutiae ridges & points 
taken from the �nger and not the complete �nger scan.  This is then securely saved away inside the device and sent 
to the software database for backup or template movement to other devices.  An example of the data string for each 
template saved away is as follows: - 

Basic steps we would advise, is to re-evaluate any device or software passwords and to make sure all default 
passwords are changed at point of installation or upgrade.  Any user emails being used for the ESS/TWC portal 
should use the NEW method of email security where the employee controls/sets up their own password which is 
then stored in the database in a encrypted format.

Over the coming weeks we will be continually looking to update our company policies and listen to our customers’ 
requests on what they feel would be bene�cial.

We hope that this may help answer some doubts regarding the GDPR. Should there be any further questions that 
you have, please do not hesitate to contact us.

We promise that we will do our best to assist you in any way we can.

Wisegrove would like to thank you for your business over the years and express to you our full commitment to 
ensuring that this new regulation become part of our day to day business, and rather than hinder, we are con�dent it 
will have a positive effect on the solutions we offer.
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